Internet Fraud Solutions (IFS)

Save Resources and Protect Customer Confidence with our
comprehensive Anti-Phishing and Anti-Pharming Service

Powered by RSA Security

Protect Your Online Users

Metavante is pleased to offer you an established, proven,
end-to-end anti-phishing/anti-pharming service in

partnership with RSA Security.

Our tiered Internet Fraud Solutions are specifically
designed to meet the unique needs of financial
institutions, which can assist you in preparing for and
preventing an attack before it occurs, responding
immediately when an attack is detected, and addressing
some of the issues that arise following an attack.

Stop Attacks in Their Tracks

An attack could cost in excess of $30,000 in
administrative overhead per attack, according to the
Anti-Phishing Working Group. Phishers can net around
$100,000 per attack and the number of attacks
continues to rise.

With our Internet Fraud Solutions and the support of
RSA, Metavante clients’ phishing-related fraud losses
have been reduced by 50 percent. In addition, RSA’s
24/7 Anti-Fraud Command Center (AFCC) has
shortened the lifespan of a typical phishing site from an
average of 155 hours (6.4 days) to five hours (155 hours
is the average cited by the Anti-Phishing Working
Group).

Why Choose Metavante?

*  The solution’s proven success with some of the
world’s leading financial institutions

*  Qur Internet Fraud Solutions lower the lifespan of
attacks to an average of five hours
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Minimal bank resources are required for addressing
attacks

Our end-to-end solution provides resources to
mitigate the likelihood of an attack and minimize
the impact

Tiered solution meets your business needs, whatever
they are

International and multi-lingual protection network

24/7 support, monitoring, and shutdown servicing

Plan Your Attack on Fraud

BANKING AND PAYMENT TECHNOLOGY SOLUTIONS FOR BUSINESS

Realtime Alert and Detection Services — Using our
wide array of probes and brand monitoring,
Metavante provides realtime detection and alerts of
attacks, including scanning more than one billion e-
mails per day, as well as domain names and chat
rooms. This allows us to identify an attack
immediately, as it’s taking place, and take immediate
action.

Reporting Services — Immediately upon detection of
an attack, using pre-defined statistics, models, and
utilities, RSA’s AFCC evaluates the attack. This
detailed risk assessment provides you with valuable
and timely information, equipping you to make an
informed, quick decision.

Exclusive Site Blocking Network — Working with
AQOL, Netscape, EarthLink, and our other partner
solutions, we ensure that more than 50 million users
will be prevented from accessing any detected
phishing sites, minimizing any losses.

Site Shutdown — Upon detection, RSA’s AFCC
contacts ISPs and works with them to shut down the
identified fraudulent Web sites. We work on your

«& Metavante’




behalf to stop the attack and reduce your required
resources

*  Forensic Work — To assist you in reducing the
damages from phishing, we conduct forensic
investigation work during and following an attack,
and attempt to extract usable information from the
sites. In many cases, we have captured information
on compromised personal information, as well as
other information invaluable to you in protecting
your information security.

*  Counter-Measures — Unique, patent-pending tools
help reduce the risk of an attack, minimize its
impact, and also deter fraudsters from future attacks.

Contact Us

Let Metavante and RSA help you demonstrate that your
institution has a proactive approach to protecting your
on-line users. To learn more, please call 1-800-822-6758

or visit metavante.com.
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