














©2007 USA.NET, Inc. The trademarks used herein are either trademarks of USA.NET, Inc., or trademarks of their respective owners

8

Encryption 
As more and more companies conduct global transactions, the boundaries of their perimeters 
increase—thereby widening their vulnerability to greater numbers of untrusted networks. Strong 
encryption helps significantly reduce the risk that an untrusted party will have the ability to eavesdrop 
on communications or obtain proprietary company information.  

The most secure email hosts utilize a robust blend of encryption solutions including a Virtual Private 
Network (VPN), which shields your corporate network from unauthorized access to data through an 
established encrypted tunnel allowing access to network resources; standard and enforced Transport 
Layer Security (TLS); and the following: 

•  Public Key Infrastructure (PKI) 
•  Encrypted email capability  
•  Key management and recovery  
•  Secure Socket Layer (SSL) 
•  Internet Protocol Security (IPSEC) 

Top level email hosting providers employ not only industry best messaging specialists, but have 
seasoned and knowledgeable network professionals on hand to assist with the complex connectivity 
issues facing organizations today.  Such issues include technical knowledge of a wide number of 
firewall, VPN, wireless and other network related solutions on the market and how those solutions will 
integrate into the messaging solution.   

Physical data center 
The location, layout, and physical security at an email host’s data center are just as important as its 
logical security. Companies that choose a vendor that resides in a Tier 1 or 2 data center are getting 
minimal physical asset protection and toleration of up to 28.8 hours of downtime per year. A more 
thorough option is to select a host in a Tier 3 or Tier 4 facility.  

Tier 4, the highest-rated facility, offers a layered, secure data defense model comprised of power 
redundancy through separate power grids with automatic failover; redundant backbone for cabling 
infrastructure; gated, badged access to the facility parking area; access to and within the building 
controlled with biometric readers and single-person entryways; and live, 24x7x365 onsite CCTV 
monitoring of the parking area, building entrances, and interior areas of the building. Tier 4 facilities 
also include: 

•  Caged off floor space accessible only to vendor employees  
•  Proactive monitoring of power and ambient air temperature inside the cages 
•  Tolerance of no more than 0.4 hours of downtime per year 
•  Gaseous fire suppression that enable automated response in the case of a fire 
•  Facility location in an area with a low occurrence rate for natural disasters 

Top-tier email hosts strive to align the caliber of their data center security with that of other security 
technologies to ensure that both physical and logical threats are addressed.  
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Choosing the top-ranked hosted email provider: USA.NET

Ranked by The Radicati Group as the leader in hosted security for email communications3, USA.NET 
offers a broad selection of hosted, customizable, affordable email services ranging from basic webmail 
to hosted Microsoft Exchange. USA.NET specializes in helping companies with traditional in-house IT 
departments outsource their messaging as a strategic element in business transformation.  

Focused exclusively on hosted email services, USA.NET protects its customers’ core data assets by 
utilizing the information security triad—the most effective blend of people, processes, and technology 
available today in a hosted solution.  

People: Committed, reliable, experienced personnel  

USA.NET firmly believes that its people are the key to its success and to the success of its customers. 
The company hires only the brightest and most reliable talent, as verified through comprehensive 
background checks performed by an independent investigative organization. The background check 
includes criminal history, employment references (including secondary referrals), and motor vehicle 
records.  In addition, professional license/certification verification is performed for technical personnel, 
while credit history is reviewed for finance personnel.  

USA.NET strongly encourages employee growth by supporting in-house and external training and lab 
time to earn additional certifications. Its commitment to staff—through training dollars, benefits, and 
flexibility—has earned the company loyal employees whose tenure averages five years. High 
employee retention means that company processes run more smoothly and are not adversely 
impacted by occasional changes in staff. 

Processes: Tested, industry-standard procedures 

Over 15 years in the industry has enabled USA.NET to develop and test security processes, audits, 
and operations that align with the best practices of government agencies and large organizations. The 
company fulfills SANS security requirements and is the only email host that is Microsoft Gold Certified 
and SAS 70 Type II audited. This reflects its well-documented processes and ability to deliver security 
procedures as promised. USA.NET follows best practices for vulnerability management operations 
such as patch management, performing heavy testing in an operational readiness lab to minimize 
issues during rollout. By adopting the best practices used by partners like Microsoft and Cisco, 
USA.NET gets stronger support from these organizations and can pass that on to its customers.  

Technology: Best-of-breed technology and partners 

USA.NET secures inbound and outbound email through multi-layered protection involving premium 
anti-spam, anti-virus, and email encryption technologies. It reinforces logical data security with the 
physical security of a Tier 4 data center boasting a fully redundant architecture, state-of-the-art access 
control, live monitoring, on-site personnel, and a Denver location with an extremely low probability for 
the occurrence of natural disasters. USA.NET works with leading technology partners like Microsoft, 
HP, Cisco, Check Point, F5, Symantec Brightmail, and Trend Micro to create custom, interoperable 
systems and devices that ensure the integrity of customer data. USA.NET’s premier support with 
these technology partners further ensures best-of-breed email security for our customers. 

                                                     
3 The Radicati Group, Inc., 2006 
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Summary: multi-layered, end-to-end email security for organizations of all sizes 

For SMBs and large enterprises seeking secure, affordable Exchange email hosting, USA.NET offers 
a comprehensive blend of best security practices and best-of-breed technology. Ranked by the 
Radicati Group as a Top Player in the hosted business email market4, USA.NET believes that security 
is a multi-layered, continuous process.  

Many companies continue to take risks every day by utilizing a single-point, single-setup solution or 
going with lower-tiered hosted email vendor. USA.NET, a top-tiered provider host, helps SMBs and 
large businesses, including United Airlines, Farmers Insurance, Realogy, Intertek and others, address 
all aspects of risk with an affordable, multi-point solution that reacts swiftly to today’s ever-changing 
threat landscape.  
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